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Angewandte Forschung
Seit 1988

Ca. 430 Mitarbeiter*innen
Aktuell

— 32 EU-Projekte e
— ca. 200 Industrieprojekte

\

~ Fraunhofer 3



AKTUELLE THEMEN DER DIGITALEN WIRTSCHAFT

Ranking der b
Technikthemen (TO p 10) kollaborative Robotik
ielgenelagsssene
Sicherheit von Cyber-Physischen Systemen/
Cyber Physischen Produktionssystemen .
i,
Produktion und Produktionssystemen Sk
Technoligien fiir leistungsfahige .
sichere IKT-Netze

Interoperabilitat in Cyber-Physischen Systemen/
f \ Cyber-Physischen Produktionssystemen '
siehe acatech: cestsmodepntcng
Online-Umfrage zu sBmodeleniwicing
den acatech Technologien fiir Breitbandinfrastrukturen
Technikthemen
2016
Modellbasiertes Systems Engineering
Software-definierte Plattformen
und Service-Plattformen 1,4%
W =84 0,0% 10,0% 20,0% 30,0% 40,0%
4
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AKTUELLE THEMEN DER DIGITALEN WIRTSCHAFT

Top 10 Vergleich

Wissenschaft/ Wirtschaft

4 )

siehe acatech:
Online-Umfrage zu
den acatech
Technikthemen
2016

~ Fraunhofer

Sicherheit von Cyber-Physischen Systemen/
Cyber Physischen Produktionssystemen

- FMelligenz in 48,4%

Produktion und Produktionssystemen 20,8%
Fortgeschrittene Robotik, 41,9%
kollaborative Robotik 37,7%

Service Engineering und 38,7%
Geschaftsmodellentwicklung 26,4%
Technoligien fir leistungsfahige 35,5%
sichere IKT-Netze 28,3%
Software-definierte Plattformen 35,5%

und Service-Plattformen 13,2%
Technologien fiir Breitbandinfrastrukturen 29,0%
26,4%

Interoperabilitat in Cyber-Physischen Systemen/ 22,6%
Cyber-Physischen Produktionssystemen 35,8%

= 3 21,6%
Intelligente Logistiksysteme ‘
o L - 47,2%
0,
Modellbasiertes Systems Engineering Lk
28,3%
B Witschaft (0 = 31) 0,0% 10,0% 20,0% 30,0% 40,0% 50,0%
B wissenschaft (n = 53) Quelle: Sitzung des Themennetzwerks IKT, 11.10.2016, Berlin



QUALITATSSICHERUNG SOFTWARE-BASIERTER SYSTEME

Qualitatssicherung

P

Konstruktive QS

Normen, Standards,
Projektleitung,
Software-Technik,
Erfahrungsaustausch,
Ausbildungsmalinahmen

~ Fraunhofer

nach ISTQB
Analytische QS
/ \
Ergebnisse Prozesse
‘ Audits
Dokumente
Statisches Testen:\
Reviews
Statische Analyse Software
Dynamisches Testen:
White-Box Tests
Black-Box Tests 6



RISIKOBASIERTES TESTEN

Risikobasierten Testen (kurz RBT) bestimmt die
Risiko(neu)bewertung alle Phasen des
Testverlaufes, was eine Optimierung der
Testbemuhungen und eine Minimierung der
Risiken, denen softwarebasierte Systeme
ausgesetzt sind, zur Folge hat

Risiken kennen und adressieren

~ Fraunhofer



DER TESTPLANUNGSPROZESS

Understand
Context

Scope

[

Organize

Test Plan
Development

Gain
Consensus on

=

Communicate
Test Plan and
Make Available

Test Plan

- |

Approved

~ Fraunhofer

Test Plan

Test Plan
Development Schedule

Y

Identify & Analyse
Risks

Analysed Risks

[

Identify

Risk Mitigation
Approaches

nach 1ISO 29119

Mitigation
Approaches

Determine
Staffing and

Record
Test Plan

Scheduling

Design
Test Strategy

Schedule,

Draft Test Plan

Staffing Profile

Test Strategy



TAXONOMIE RISIKOBASIERTES TESTEN

Business

Chiskarver )| Securiy Felderer,
Compliance .
Functional suitability SCh Iefe rdeCke r,
Reliability
" Usabilty Grof3mann, 2016
Security

Context

Performance efficiency
~(_Quality property
Compatibility

Maintainability

Portability

|

Functional artifact
Architectural artifact

Development artifact

Runtime artifact

Test artifact

Risk exposure

.@ Likelihood
Impact rating

Formal

~(_Estimation technique @

~ Fraunhofer
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TAXONOMIE RISIKOBASIERTES TESTEN

Risk exposure

Likelihood

Impact rating

Formal

~(_Estimation technique @

Quantitative

‘4 Qualitative
Manual assessment
—(_Degree of automation { Automatic assessment

Test objective & technique

‘ Test completion criterion
~(_Risk-based test planning
‘ Resource planning & scheduling

Coverage item determination

Risk assessment

Item prioritization & selection

K Risk-based test design & implementation Test case derivation/generation
Risk-based test strategy Pr%

Test automation

Risk measurement & monitoring

Risk reporting

Test & risk re-assessment
~(_Risk-based test execution & evaluation
Test exit decision

% Fraunhofer Risk mitigation 10
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ANWENDUNG IN RACOMAT

Von der Risikoanalyse und -modellierung
zur Testgenerierung und -ausfihrung

File ||| Select + Move | DrawRelation |

E‘ el L |F

Delete | Cut ) Copy Paste

Risk graph 1/@ | =f+

Cleartext
Transmission of
Sensitive Informa

hreat scenario

Footprir

S~

Harvesting
Usernames or
UserlDs via

B cAPEC Assistant

1000 Mechanisms of Attack
3000 Domains of Attack
513 Software
515 Hardware
4 512 Communications

I 3§ 272 Protocol Manipulation

4 @ 117 Interception

I 3§ 158 Sniffing Network Traffic

3 31 Accessing/Intercepting/Modifying HTTP
#/ 383 Harvesting Usemnames or UserDs via &
299 Intent Intercep
I 437 Supply Chain
I 403 Social Engineering
I 514 Physical Security
333 WASC Threat Classification 2.0

Risk Assess

with

ment COMbined

d Testing

Z | B

Undo ‘ Redo

File Draw Relation Delete Copy Assistants ||| Libr
©J RACOMAT Dashboard - O
Group results
- | (@] (@) = P
? . . w A0
(g —) - - | v . akehalder a |
Export Print | Byassets By stakeholders | By risk values Tag category || Filter Close |
Stakeholder Risk description Risk value Expected costs Worst case costs Risk evaluation *!":'E 'ii‘“
lected cost imit
Stakeholder d (2 risks) @ High 2568 Euro 11000 Eure @ Unacceptable 5000€ |
_— e 5t case cost limit|
Stakeholder d Unwanted incident Il a High 2560 Euro 10000 Euro °Unacceplab!e D00000/E |
Stakeholder d Unwanted incident | w Low 8 Euro 1000 Euro °Unacceplable
Stakeholder a (1 risks) @ Low 4Euro S00Eure g Acceptable ~
Y e
Stakeholdera  Unwanted incident| '@ Low 4 Euro 500 Euro aAcceptable Stakeholder b
Stakeholder b (1 risks) @ Low 20 Euro 2500 Euro @ Acceptable Aeczptabl sk
Expecied cost fimit |
Stakeholder b Unwanted incident | 'g Low 20 Euro 2500 Euro GA:ceptable 1000/€ |
Worst case cost limit]
Stakeholder ¢ (1 risks) @ Low 8 Euro 1000 Euro @ Acceptable « | 100000fe ~|
Stakeholder ¢ Unwanted incident | g Low 8 Euro 1000 Euro ﬁAtceptable N\
AN
b

Viehmann, 2015
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ANWENDUNG IN RACOMAT

Von der Risikoanalyse und -modellierung e RACOMAT
Zur TeStgenerierung Und -aUSfUhrung ’ “ Risk Assessment COMbined
A with Automated Testin

Start with security Results are risk and
risk assessment treatment diagrams

Security risk assessment
Identify and assess threats
and risks, model incidents

simulation

RACOMAT
Tool

Test and simulation
150W 3y} 03 susaned 1sa) depy
UDJ323|3s PUB UDREIYRUBP] 3SAL

syed pajewsa uiepaaun

results into incide

It Tool

Z Fraunhofer S ——— Viehmann, 2015 12

Generate test code
FOKUS

and test data



MODELLBASIERTES TESTEN — MBT 1.0

Require
3. ments

model _

Test
test system
~ Fraunhofer 13
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System




MODELLBASIERTES TESTEN — MBT 2.0

Require
/& ments Schieferdecker, 2008
System N\ - Test
model test model

Test
System ¢ >
test system

~ Fraunhofer 14



MODELLBASIERTES TESTEN — MBT 2.0

Require
/& ments

Model
transformation

System N\ - Test
model test \ model
Conformance/ Correcjcness: S_oundness
Implementation Oracle: M?tChmg
Relation Coverage: Model Coverage
L2 v
Test
System ¢ >
test system

~ Fraunhofer 15



MODELLBASIERTES TESTEN — TESTTECHNOLOGIEN

N

[ Behavior Engineering ]
7 \_)\/5

System ™\ _ _ ]
model tost UML Testing Profile
’ f
PROFILE
v | : |

< Testing and Test

SyStem ) test Control Notation
7 Fraunhofer rTCn-3) 16

Context  PrincipjgsigugPevelopments  Outlook



TESTANFORDERUNGEN

Require-

realizes realizes

Wendland,
Schieferdecker, 2008

represents

represents realizes

Sys. Req.
model

Test Req.
model

validates validates

“ A .
realizes realizes

represents‘ i represents

Sys;m‘ ‘/Test
moyalidates validateswd8|

. 'y .
realizes 4realizes

rep resents‘ I | represents
» System | Test <
represents validates validate System represents
—
~ Fraunhofer 17



BEHAVIOR ENGINEERING

Requirement 1

R1

DOOR

[ Closed ]

There is a single control button available for the use

of the oven. If the oven door is closed and you push
the button, the oven will start cooking (that is, energize

R1

USER
?? Push 7?7

BUTTON

the power-tube) for one minute.

R1

BUTTOM

[ Pushed ]

4

R1

FOWER-TUBE

[ Energised ]

h J

R1

OVEN

[Cooking[OneMinute] ]

Node

~Z Fraunhofer Dromey, 2003-2009
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BEHAVIOR ENGINEERING

Behavior Engineering
-
. . . . . g .
Formalisation ( Fitness-for-Purpose Test ] Specification Design
™ | ™y I IR - N i
= n -
gﬁ Requirement Requirament Requirement Integrated Model Design
= iy RS T e Behavior Tree Behavior Tree Behavior Tree
- g. HEN £ i i
25
-} [ 11 [T 11 [T 1T [T 11
% 3 Composition Trees
E Requirement Integrated ! Maodel SRR Design
Composition Tree i | Compasition Tree H Composition Tree : F Composition Tree
L i i P i i 15§ i /J
L Translate Requirements J Llntegrate Requirements J I Locate & Correct Defectsjj_uﬂeﬁne using Design Decisionsj
Behavior Modelling
Process
-

~ Fraunhofer

Myers, 2010
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BEHAVIOR ENGINEERING

f;rwusafu*‘al.-- -J'calwm = =B FlA-B- s =Bl e =l
i Hods Gune 51 =|ECE [£) composton s [CRNRERR iy | _ _"l:.l r——=i = r——-i
LS ﬂ‘l—:..?“'— : : = Requirements ; \ ‘:
R Roammarts b, Zoom A
- Compantion Tree =1 Lt - m b
plt b = I @ ! Req.formalization | !
: :: ﬁ: ———_ | mmasseton : '; : : :
-9 ROT4 I— ational B Py —
PEe = - =y -~
Fine | : 3] : Fitness-for-purpose : 4 :
T in wor for- =
i - | ® e I !
S T 1 &1 Testability check | 3 |
¢ i 7 o 1 @ . 1 Q_J |
iy : c : Refinement for testing : ﬁ :
(mmedtn | oo ~
:> : S : [ MBT ] [ (t)IBT ]Test req.elicitation | @ :
| | [
I o Test specification 1z
| Q | N I = |
I I =
& | DBT l TBT | I @
| Compronmrt Lt 5 m =0 | | L7 |
= mrL sl =0 I I l l
s T ——. | ] ] 1
m& T |°) I | |
M L) 1
= == R
Somganert RBT = Requirements Behavior Tree
g"‘w“"““".,‘““ | IBT = Integrated Behavior Tree
& o tIBT = testable Integrated Behavior Tree
oo TBT = Testing Behavior Tree
i K
ez 2l

W I 2012
~ Fraunhofer endland, 20 20



BEHAVIOR ENGINEERING — ERGEBNISSE DER INDUSTRIE

Fehlererkennungsrate bis zu drei

Mal hoher als bei anderen Analyse-
Techniken. Powell, 2007

Defects / Requirement

Erkennt typischerweise 15%
und bis zu 35% mehr Fehler. Myers, 2014

~ Fraunhofer 21



TESTAUTOMATISIERUNG

— Sprache, Architektur,
freie/lkommerzielle Werkzeuge
und Vielzahl von offenen Test
Suiten fUr Testautomatisierung

— Kontinuierlich weiterentwickelt

— Internationaler Standard:
ETSI & ITU, anerkannt von ISO

— Referenzen: UMTS, LTE, ITS,
IPv6, Gesundheitskarte

TCl

TRI

| Test System User |

TM: Management TL: Logging

5

o
§ £
Q=
52
O @
T I
O

CD: Codec

SA: System Adapter | PA: Platform Adapter

System Under Test (SUT)

ETSIES 201 873-1 TTCN-3 Core Language (CL)
ETSIES 201 873-5 TTCN-3 Runtime Interface (TRI)
ETSIES 201 873-6 TTCN-3 Control Interfaces (TCI)

~Z Fraunhofer Wiles, Willcock, Schieferdecker, et al, 2000

TE -
™ -
TL -
CD -
CH -
SA -

SUT -

TTCN-3 Executable
Test Management
Test Logging

Codec

Component Handling
System Adapter
Platform Adapter
System Under Test

22



V2X-PRUFSTAND

Speed profile
template V2XM 2xM (i i s
emplate essage c2xMessage(in f ~ |
id = sid. 30 J I_r""l “"\"-"\w/‘\-f .";I
payload := { = l y
protoc y
actionl A4
wcion| T EIT-3)
gener, i) g
validityDuration := 100,

referencePosition := {longitude
protocolMsg := pm

Sichere Intelligente Mobilitat
= o = Testfeld Deutschland

~ Fraunhofer 23

Neumann, Hinnerichs, et al, 2014
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MODELLBASIERTES SICHERHEITSTESTEN

Risk
Assessment

\(a)/

DIAMONDS
Security
Testing

GE) Giesecke & Deviient _ jiSlES

EUREKA Innovation Award — Added Value, 2016



MODELLBASIERTES SICHERHEITSTESTEN

‘a GuD_Test_Model_merge_FUZZED.uml 2 <

=< <Collaboration> ModeT:st_GDOS_é_?_T

E] <Interaction> ModeTest_GD08_3_3_7
i i 7] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_1
G f E] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_2

i ] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_3

H ] <Interaction> ModeTest_GD08_3_3_7_fuzzed TestCase_4
] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_5

i ] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_6

E] <Interaction> ModeTest_GD08_3_3_7_fuzzed_TestCase_7

L E] <Interaction> ModeTest_GD08_3_3_7_fuzzed TestCase 8

Attacker has access to the Message Router

ttacker sends "SQL injection” carryin
messages over the Message Router

Attacker [...]

Test Test code Test
generation generation execution

Risk
analysis

Modeling

testcase ModeTest GD08_3 3 7 fuzzed TestCase_219 ()

1: f_CP_logoni{p_user="C0P1™) runs on Comp_‘CP_RS
system System CP_RS
{

L | var integer i, v total, v rijc:

2: f_l.'.l'F'_selectF'rocessi. giModel)S(p_m

f mtcSetup CP_RS (CPRSStartingMode:All);

" ” TTYCN-3) 500
3 fICP_selectDenominationUS(p_deno=USD5) : f_CP_:electProcessingHodeUS(ProcessingHodeUS:Reel):
[l “T71

— 25
Z Fraunhofer GroRmann, Schneider, et al, 2014



STIP SECURITY TEST PROCESS ANALYSIS AND IMPROVEMENT

— 1 2 3 4 5 6 7 8 9 10 11 12
y
Key area | " Inception and target analysis
Security risk Security Information gathering A B c
_assessment ) Security risk assessment technique A B
Security test Test ide Security risk assessment scope rA B
X e e security Security test identification A T C D
_identification _ |
Automated generation | Formorttorst s st 2 s s e
kinds ¢ Risk assessment
of test models general ?
Security test generation | Securit
Fuzzing Fuzzing Tool integration est identification
unexpe
Security test execution T'f’e a']{' @sitrust DIAMONDS
. o malw
automation output w===Giesecke & Devrient DIAMONDS
executi wm\ccurate Equitys DIAMONDS
Securi assive testin Securit . . Automated generation of test
:V P itori &/ vulnera Static testing — madels === Gemalto DIAMONDS
security monitoring by obs:
operati @==Metso DIAMONDS
Static security testing 5?:;‘ s \ «===Thales DIAMONDS
o er \
Security test tool T‘:D' i: \ “===Dco DIAMONDS
nterci
integration ' N ) Ericsson DIAMONDS
Monitoring est generation
Al Maximum
L ;i
ﬁ FraunhOfer Test execution automation uzzing 26



ZUSAMMENFASSUNG

— Von den aktuellen wissenschaftlich-technischen Herausforderungen
— acatech-Umfrage

—  Schwerpunkt Sicherheit

—  Zu den Ansatzen, Methoden und Werkzeugen
—  Risikobasiertes Testen
—  Modell-basiertes Testen
—  Behavior Engineering
—  Testautomatisierung

—  Verbesserung der Sicherheitstestprozesse
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DISKUSSION
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